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1 dnewka Linux 2 GB of RAM Smartphone
Only for Tails! any distribution 64-bit or printer
8 GB minimum to follow the instructions

1 hour in total

1.9 GB to download
Y2 hour to install

System requirements and recommended USB sticks
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Welcome to Tails!

Warnings: Tails is safe but not magic!

Tails 6e3onacHee ntob6oM NONyNSPHOM ONEPALMOHHON CUCTEMbI. HO HMKakas
nporpaMMa unm onepaumoHHas cuctema — gaxe Tails! — He MOXeT 3aWmnTUTb Bac
abconoTHO OT BCero.

Ha 3Ton cTpaHuue Mbl COBETYEM, Kak 0becne4ynTb 6€30MacHOCTb, 0COBEHHO ecu Bbl
B «pynmne puckay.

3awmTa NMYHOCTM Npu paboTe OrpaHun4yeHus cetun Tor
¢ Tails
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Tails is designed to hide your identity.

But some of your activities could reveal
your identity:

e Sharing files with metadata, such as
date, time, location, and device
information

e Using Tails for more than one purpose

atatime

3awmTta IMYHOCTH

https://tails.net/install/linux/index.ru.html

Tails uses the Tor network because it is the
strongest and most popular network to
protect from surveillance and censorship.

But Tor has limitations if you are concerned
about:

¢ Hiding that you are using Tor and Tails

e Protecting your online communications
from determined, skilled attackers

OrpaHunyeHus Tor

KaK CHU3NTb PUCKU Ha
COMHUTENbHbIX KOMMNblOTEpPaX

Tails can safely run on a computer that has

avirus.

But Tails cannot always protect you when:

e Installing from an infected computer

¢ Running Tails on a computer with a
compromised BIOS, firmware, or

hardware
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Ha coMHUTenbHOM KoOMNnbloTEpE }

Kaxabl YenoBeK NogroHseT obumne coBeTbl N0 6€30NacHOCTY MO CBOU HYXXAbI U

yrpo3bl. BoT napa c6opHMKOB peKoMeHAALMIA:

e EFF: Surveillance Self-Defense

e Front Line Defenders: Security-in-a-Box

1/7 Ckauvatb Tails

e

Download Tails 7.7.3 USB image (2.0 GB)

Save your download to your usual Downloads folder and not to the USB stick.

2/7 Verify your download

Crp. 4 u3 19
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Verify your download to make sure that it is safe and was not corrupted during download.

Select your download to verify... J

or verify using the OpenPGP signature

3/7 Install Tails using GNOME Disks

Bh

1. Install GNOME Disks.

o If you are using the GNOME desktop environment, GNOME Disks should be installed by
default.

o Otherwise, install the gnome-disk-utility package usingthe usualinstallation
method for your distribution.

You can also install Tails using the dd command from any Linux distribution as described in
our instructions for installing from Debian using the command line.

2. Open GNOME Disks (also called Disks).

For example, you can press the Super () key, then enter disks and select Disks.

The storage devices in the computer are listed in the left pane.

a

3. MogkntoumnTe riewwky, Ha KOTOPYH XOTUTE YCTaHOBMUTH Tails.

All the data on this USB stick will be lost.
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Some data might still be recovered using advanced forensics tools.

A new drive appears in the list of storage devices. Select it.

16 GB Drive

Disks devisdc

- 1.0 TB Disk

Model TOSHIBA TransMemory (1.00)
. : Serial Number 0022CFF6B89ACIC137864F52
16 GB Drive Size 16 GB (15,518,924,800 bytes)
LGS B AT Hemo, Partitioning Master Boot Record
8.5 GB Block Device
——//dev/localhost/swap Volumes

791 GB Block Device

4. Click onthe ? button in the title bar and choose Restore Disk Image.

. — 16 GB Drive T |Z| a
/dev/sdc

' 1.0 TB Disk

: Model TOSHIBA TransMemory (1.00)
— oameung SSDBC0EVOTE L o i Number 0022CFFG6BBOACICI37864F52
UDERIE Size 16 GB (15,518,924,800 bytes)
TOSHIBA TransMemory Partitioning Master Boot Record
8.5 GB Block Device
—— [dev/localhost/swap Volumes

791 GB Block Device

5. B gnanore BocctaHOBUTbL 06pas AUCKa HAXXMUTe Ha Bblibop caina.

BbibepuTe ckayaHHbIN paHee USB-06pas.

Make sure that the USB image is called tails-amd64-7.7.3.img and has an .img file
extension.

If the image has an .iso file extension, it is the wrong image. Please go back to the
download step.
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6. Click the Start Restoring button.

7. In the confirmation dialog click Restore.

B 3aBMCMMOCTU OT Baluel cbopku Linux BaC MOryT MONpPOCMTb BBECTU Napo/ib

aAMUHUCTpaTopa.
YCTaHOBKa 3aHVMMAET HECKO/IbKO MUHYT.

8. After the installation is finished, select the () button.

Well done!

You have installed Tails on your USB stick.

In the next step, you will make your computer start
on this USB stick.

Tails might not work on your computer, so good luck!

4/7 Open these instructions on another device

“m

In the next step, you will shut down the computer. To be able to follow the rest of the
instructions afterwards, you can either:

e Scan this QR code on your smartphone or tablet:

Crp. 7u3 19 13.05.2026, 20:19
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La:

i.i'
e Print these instructions on paper.

e Take note of the URL of this page:

https://tails.net/install/linux?back=1

5/7 Restart on your Tails USB stick

\/

C'

3arpysuTe KomnbloTep ¢ heLKn

Most computers do not start automatically on the Tails USB stick, but you can press a Boot Menu
key to display a list of possible devices to start from.

If Windows is also installed on the computer, you can refer instead to the instructions
on starting Tails from Windows. Starting Tails from Windows is easier than using the
Boot Menu key.

lMprnmep 3arpy304HOro MeHHo:
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Boot Menu

1. +Removable Devices

)] JE

JY

Ha 3Tom B1eo NpMMepHO NMOKa3aHOo, KaK MCMOIb30BaTb KIABULLY /18 BbI30BA MEHHO
3arpy3ymKa v 3arpysKku ¢ hiewkm:

0:00 7/ 0:43

34ecb Mbl MEPEYMCIUM LLArN, KOTOPbIe PAaCCKaXyT, KaK MCNOb30BaTb K/1ABMLLY 3arpy304HOro
MEHIO U CTApTOBATb C heLKu:

1. BbIKOYMTE KOMMbIOTEP, HO OCTaBbTE (JIEeLKY MOAKIOYEHHOMN.

2. OnpepennTe, KaKy KNaBuLy HaXXMMaTb, YTOObI BbI3BaTb MEHIO 3arpy3ymnKa. 3TO 3aBUCUT OT
npousBoguTens komnbtotepa. MNprmepsbi:

Ctp.9u3 19
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Ha MHOrmx kKoMnbloTEpax Ha KOPOTKOE BpeMsi MOSIBNSETCS COObLeHMe, KaK
MonacTb B MEHIO 3arpy34mKa UM n3MeHnTb HacTpouku BIOS.

3. Switch on the computer.

NMpoussoauTtennb

Acer

Apple

Asus

Clevo

Dell

Fujitsu

HP

Huawei

Intel

Lenovo

MSI

Samsung

Sony

Toshiba

Others...

KnaBuwa

F12,F9, F2, Esc

Option

Esc

F7

F12

F12, Esc

F9

F12

F10

F12, Novo

F11

Esc, F12, F2

F11, Esc, F10

F12

F12, Esc
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Immediately press several times the first possible Boot Menu key identified in step 2.

4. ECnn Ha KOMMbOTEpE HAYHET 3arpy)XaTbCs Apyras onepauvoHHas CUCTEMA UV MOSIBUTCS
coobuieHne 06 oLMOKe, BbIKIHOYNTE KOMMbIOTEP CHOBA M MOBTOPUTE LWar 3 ¢ Apyrumu

BO3MOXHbIMW K/laBULWAMK (CM. wwar 2).

Ecnn nosBuTcsa 3arpy304HOE MEH0 CO CMIMCKOM YCTPOMCTB, BbibepuTe BaLly (eLlKy n

HaxXxmuTe Enter.

5. Ecnun komnbloTep 3arpyxaeTcs ¢ Tails, nosBuTca 3arpy3ynk, 1 Tails 3anycTuTcs aBToMmaTMyecku

yepes 4 ceKyHAbl.

GNU GRUB wersion 2.12-9

s hefore booting or ‘c' for a command-line.

Troubleshoot Tails not starting

e If none of the possible Boot Menu keys from the previous technique work, refer to the

troubleshooting instructions about Tails not starting at all.
e |f the Boot Menu appears, but your USB stick is not listed in the Boot Menu:
1. Wait 2-3 minutes and try again. Some USB sticks need some rest after installing.

2. Try all other USB ports on the computer. Some USB ports cannot be used to start from.

Crp. 11 u3 19 13.05.2026, 20:19
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e If your USB stick is listed in the Boot Menu, but the Boot Loader doesn't appear:

1. Make sure that you have verified your download.

2. Try to install again on the same USB stick.

3. Try to install on a different USB stick.

4. Try to use the same USB stick to start on a different computer.

Ecnuv Baw KOMMNbKOTEP HE NOKAa3bIBAET 3arpy3vukK, B HaCcTodLWee BpEMA MOXET 6bITb
HEBO3MOXHO 3anyCTuUTb Tails c aToro KOMMbHKOTEPA.

e If the Boot Loader appears, but Tails fails to start after the Boot Loader, refer to the
troubleshooting section about Tails not starting after the Boot Loader.

6/7 Welcome to Tails!

Tails

1. After the Boot Menu, a loading screen appears.

2. One to two minutes after the Boot Loader and the loading screen, the Welcome Screen appears.

Crp. 12 u3 19 13.05.2026, 20:19


https://tails.net/doc/first_steps/start/pc/index.ru.html#not-entirely
https://tails.net/doc/first_steps/start/pc/index.ru.html#not-entirely
https://tails.net/doc/first_steps/start/pc/index.ru.html#not-entirely
https://tails.net/doc/first_steps/start/pc/index.ru.html#not-entirely
https://tails.net/install/inc/screenshots/plymouth.png
https://tails.net/install/inc/screenshots/plymouth.png

Tails - Install Tails from Linux https://tails.net/install/linux/index.ru.html

If the following message about partitioning errors appears in the Welcome

Screen, please start again from step 2: Verify your download.

Errors were detected in the partitioning of your
Tails USB stick.

If the error persists, reinstall Tails on one of our recommended USB sticks.

Oct2 5:45PM ™

Welcome to Tails!

Language and Formats (%)

Language English - United States

EH Keyboard Layout English (US)

m Formats United States - English

Persistent Storage

You can save some of your files and configuration in an encrypted Persistent Storage on
your Tails USB stick: your documents, browser bookmarks, Wi-Fi passwords, and so on.

Create Persistent Storage

Create and configure a Persistent Storage after starting Tails

Additional Settings ()

The default settings are safe in most situations. To add a custom setting, press the "+
button below.

+

3. In the Welcome Screen, select your language and keyboard layout in the Language and
Formats section. Click Start Tails.

4. Yepe3s 15-30 cekyHA nosiBUTCS paboynin cton Tails.

Crp. 13 u3 19
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Wed Aug 27 16:29 GMT

You made it!

You managed to start Tails on your computer!

Congratulations on staying safe :)

To continue discovering Tails, read our
documentation.

7/7 Test your Wi-Fi

K coxxanenuto, npobnembi ¢ wi-fi TunuyHel gns Tails n B uenom ans Linux. Huke nokasaHo, Kak
npoBepuTb paboTtocnocobHocTb MHTepdelica wi-fi B Tails.

Crp. 14 u3 19 13.05.2026, 20:19
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1. OTKpOWTE CUCTEMHOE MEHIO B MPAaBOM BEPXHEM YITy.

R Bluetooth

@ Night Light © DarkStyle

®: Keyboard % Airplane Mode

& Lock Screen Il Suspend

C Restart ® Power Off

2. Click > on the right of the Wi-Fi button.
A list of available Wi-Fi networks appears below the Wi-Fi button.

3. After establishing a connection to a local network, the Tor Connection assistant appears to help

you connect to the Tor network.
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Tor Connection

Everything you do on the Internet from Tails goes through the Tor network.

Tor encrypts and anonymizes your connection by passing it through 3 relays.
Tor relays are servers operated by different organizations and volunteers around the world.

Connect to Tor automatically (@

We recommend connecting to Tor automatically if you are on a public Wi-Fi network or if many
people in your country use Tor to circumvent censorship.

Hide to my local network that I'm connecting to Tor (@

You might need to go unnoticed if using Tor could look suspicious to someone who monitors your
Internet connection.

Learn more about how Tails connects to Tor

To learn more about the Tor network, go to Connecting to the Tor network.

Troubleshooting Wi-Fi not working

If your Wi-Fi interface is not working, you might experience the following:

e There is no Wi-Fi menu in the system menu:

https://tails.net/install/linux/index.ru.html
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® 100%
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R Bluetooth @ Night Light

© DarkStyle ‘®- Keyboard

- Airplane Mode & LockScreen

Il Suspend C Restart

® Power Off

e There is a Wi-Fi menu in the system menu, but connecting to a Wi-Fi network fails.

e Theinterface is disabled because MAC address anonymization failed:

Tue Feb 13 23:50 GMT

Network card wlanO disabled X

MAC address anonymization failed for network card wlan0O so itis

temporarily disabled.
You might prefer to restart Tails and disable MAC address
anonymization.

In this case, you can disable MAC address anonymization in the Welcome Screen. Doing so has
security implications, so read carefully our documentation about MAC address anonymization.

¢ The following notification appears:

13.05.2026, 20:19
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Activation of network connection failed

YT106bI NOAKMYNUTLCSA K MIHTEPHETY, MOXHO:

¢ Micnonb3oBaThb Ethernet-kabenb BmMecTo wifi (ecnn Bo3mMoxHO). MpoBogHble nHTepdelich Kyaa

6onee HapexHbI B Tails, yem wifi.

e Paspatb coegmHeHue wifi co cBoero TenedoHa. MoxHo TakxKe pasgaTtbh no USB-kabento: Takoe

NoAKMOYEeHNe MHOTAA HasbiBatoT USB tethering.

- i o

CM. HCTpYKUMK ans:

o iPhone unu iPad

Only sharing mobile data works on iPhones and iPads; sharing Wi-Fi does not work.

o Android

Tails cannot hide the information that identifies your phone on the local network.
If you connect your phone to a:

o Wi-Fi network: the network can see the MAC address of your phone.

This has security implications that we explain in our documentation on MAC

address anonymization. Some phones have a feature to hide the MAC address

of the phone.

o Mobile data network: the network is able to know the identifier of your SIM
card (IMSI) and the serial number of your phone (IMEI).

e Kynute USB-agantep gnsa wifi, kotopbin paboTaeTt B Tails:

o Panda Wireless Ultra ($25)

Crp. 18 u3 19 13.05.2026, 20:19
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Buy on Amazon

o ThinkPenguin TPE-N150USB ($64)

Buy on ThinkPenguin

e Check in our list of known Wi-Fi issues if there is a workaround to get your Wi-Fi interface to

work in Tails.
Pycckni
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